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Introduction

More than one million websites use SSL to
protect their transactions

Average monthly grow of 18,000 certificates
Attackers always try to circumevent it

Forging certificates
SSL stripping
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MITM attack

Active eavesdropping

Attacker places himself between two victims
and relays messages between them

Reading
Writing —
& =
Altering 5 - /Z <
. S .
MISUSG Of the ARP %im WJ:Server
protocol

Attacker



MITM attack & SSL

The attacker can either:

Forward the original certificate of the web server
and lose the ability to eavesdrop on data

Craft his own certificate and forward that to the user
while establishing a "normal” encrypted session

with the web server

Attacker



MITM attack

But all that was before SSL strip

Presented as part of the "New tricks for defeating
SSL” talk in BlackHat 2009

Enables MITM attackers to continue to
eavesdrop on data even when the websites

operate over SSL
How?!?




SSL Stripping workings

Users rarely type "https://”

Webservers redirect them through 302 Messages
(HTTP MOVED)

Secure links and form targets

All of this is done behind the scenes (by the
server & user's browser without the users
knowledge)



HTTP Moved Messages

GET /HTTP/1.1
Host: www.paypal.com

’ | User-Agent: Mozilla/5.0
. Accept: text/html,application/xhtml+xml,application/xml;q=0.9,*/*;9=0.8

Accept-Language: en-us,en;q=0.5
Accept-Encoding: gzip,deflate

Accept-Charset: ISO-8859-1,utf-8;90=0.7,*;q=0.7
Keep-Alive: 100

Proxy-Connection: keep-alive

~ HTTP/1.1 301 Moved Permanently
[EPAFEl]" Date: Wed, 31 Mar 2010 13:56:51 GMT
Server: Apache
Location: https://www.paypal.com/
Vary: Accept-Encoding
Content-Type: text/html
Content-Length: O

/ @ | Secure Connection to
(v https://www.paypal.com
o



HTTP Moved Messages
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HTTP Moved Messages

@ GET / HTTP/1.1
V' Host: www.paypal.com

- HTTP/1.1 301
FEPAEL Location: https://www.paypal.com/

1. Establish secure connection with PayPal

2. Take the resulting HTML and return it to
the requesting user

@ Cleartext connection HTTP/1.1 200 OK

&/ with PayPal relayed <htmli><title>Paypal</titie>....
through the attacker's

secure tunnel



HTTP Moved Messages

63 GET/HTTP/.1
W' Host: www.paypal.com

@ Cleartext connection
(v with PayPal relayed
through the attacker's

secure tunnel
HTTP

HTTPS

- HTTP/1.1 301
FEPAEL Location: https://www.paypal.com/

1. Establish secure connection with PayPal

2. Take the resulting HTML and return it to
the requesting user

HTTP/1.1 200 OK
<htmlI><title>Paypal</title>....
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Effectiveness

Why is this attack effective?

Is it effective only against novice computer users or
are "we” vulnerable as well?




Negative Feedback in Software

M oft Internet Explorer warming =S EeEEE = Eﬂ'ﬂr R'E' rtmg

The web site's certificate cannot be verified. Do . |
Microzoft Internet Explorer has encountered a problem E you want to continue?

and needs to close. We are sorry for the inconvenience. '
Name: evapachetest.bbtest.net q | g 40 4 E rro r I
Publisher: evapachetest.bbtest.net _,J 1

If you were in the middle of something, the information you were working on

n‘llght be st I always frust content from this publisher
IV Bestart Microsoft Intemet Esplorer Yes 404 Error - Not found
Please tell Microzoft about this pmhlem. [ | The certificate cannot be verified by a trusted saurce. 9 TR

N Cnly continue if you trust the origin of the application. (=S L=l e boo

“We have created an ermor report that you can send ko help ug Improve
Microzoft Internet Explorer. e will treat thiz report &z confidential and
annnymoLs.

This is a standard message from your
web browser indicating that the file
To see what data this emor report containg, click here, The puldishes enldnog heveniing  Ans ved Saie Pouwant 19 frying o be accessed doesn't exist or

m jsn't available; basically it means a dead end.,

Publisher: Unkmown Publizher
Tupe: Application

Open File - Security Warning

Send Emor Repart ‘

From: C:\Documents and SettingsiforensicsiDeskbop

Windows Internet Explorer

l Run ] [ Cancel ]

Alwaps ask before opening this file

| l - - & Thiz file does not have a walid digital zignature that wverifies itz
. Sll\'erllght Error message @ publizher. vou should only run software from publishers wou trust. -
ErrorCode: 4001 How can | decide what software to run? Cancel
ErrorType: DownloadError Al e Fli o Pl it ) -

Message: AG_E_NETWORK_ERROR
0 TypeError: Error #1009 Cannol access a property or method of a null object refere
at Untitled_fla:MalinTimeline fframel0

ok ||
|

ﬁ Error building project archives JEI&

‘é‘ Error building project archives node null

Reason
Error buiding project archives
[ Do not show this message again.

oK | [==Detis

An error occurred locating the descriptor for C:\eplatform\ews\R_3.5\workspace\esa-common

" Dismiss All ) Continue )




SSL warnings - Firefox

3 Secure Connection Failed

.
V4
' - www.cdia.ca uses an invalid security certificate.

The certificate is only valid for www.defenceandsecurity.ca

(Error code: ssl error bad cert domain)

s This could be a problem with the server's configuration, or it could be
someone trying to impersonate the server.

» If you have connected to this server successfully in the past, the error
may be temporary, and you can try again later.

Or you can add an exception...




SSL warnings - Firefox

7 = | Secure Connection Failed
www.cdia.ca uses an invalid security certificate.
The certificate is only valid for www.defenceandsecurity.ca

(Error code: ssl error bad cert domain)

s This could be a problem with the server's configuration, or it could be
someone trying to impersonate the server.

» |[f you have connected to this server successfully in the past, the error
may be temporary, and you can try again later.

You should not add an exception if you are using an intemet connection that you do not [:?
trust completely or if you are not used to seeing a wamning for this server.

Get me out of here! Add Exception...



SSL warnings - Firefox

0 =  Secure Connection Failed
== www.cdia.ca uses an invalid security certificate.
The certificate is only valid for www.defenceandsecurity.ca

(Error code: ssl _error bad cert domain)

. i) AddiSecurity EXception =
m This
comd /2. Youare about to override how Firefox identifies this site.

H Legitimate banks, stores, and other public sites will

" Ifyol & not ask you to do this.
may
Server
Location: | https:f,fwww.cdia.caﬂ Get Certificate
You shd ot

trust cd  certificate Status

Get n

OCancel




SSL warnings - Firefox

7 % Secure Connection Failed

== www.cdia.ca uses an invalid security certificate.
The certificate is only valid for www.defenceandsecurity.ca

(Error code: ssl _error_bad cert_ domain)

) Add’Security Exception =

m This
som{ /g Youare about to override how Firefox identifies this site.

Legitimate banks, stores, and other public sites will
not ask you to do this.

m [fyo| &
may
Server

Location: | https://www.cdia.ca/ Get Certiﬁcﬁe
You shd

trustcd  certificate Status
This site attempts to identify itself with invalid

. . View...
Get ) information. =

Wrong Site

Certificate belongs to a different site, which could indicate an

identity theft.

¥ Permanently store this exception

Confirm Security Exception QCancel




SSL warnings - Chrome

/ | ] S5L Error \@

€ C M % bters//www.ediaca

This is probably not the site you are looking for!

You attempted to reach www.cdia.ca, but instead you actually reached a server identifying itself as www.defenceandsecurity.ca. This may be caused by a

misconfiguration on the server or by something more serious. An attacker on your network could be trying to get you to visit a fake (and potentially harmful) version of
www.cdia.ca. You should not proceed.

Proceed anyway || Back to safety

» Help me understand




SSL warnings - Chrome

/ | ] 55L Error \@

€ ¢ # % hees//www.iricareonline.com

The site's security certificate is not trusted!

You attempted to reach www.tricareonline.com, but the server presented a certificate issued by an entity that is not trusted by your computer's operating system.
This may mean that the server has generated its own security credentials, which Google Chrome cannot rely on for identity information, or an attacker may be trying to

intercept your communications. You should not proceed, especially if you have never seen this waming before for this site.

Proceed anyway | Back to safety

b Help me understand




SSL Stripping

What the user sees...



Before SSL stripping

- =0}

File Edit “iew History Bookmarks Tools Help
hd /ﬁl; -’]ahttps:,f,"www.gc:c:gle.cumfaccauntsfSewiceLugin?sewice o |[{:|V Google =Y

5] Most Visited> @ Getting Started [21]Latest Headlines >

le_l l I Welcome to Gmail

A Google approach to email.

Gmail is a new kind of webmail, built on the idea that email can be more intuitive,

Mobhile access

3 : - [] Remember me on this
Read Gmail on your mobile phone by pointing your phone's web

efficient, and useful. And maybe even fun. After all, Gmail has: Sign in to Gmail with yaur
: Google Account
Less spam .
Keep unwanted messages out of your inbox with Google's Username:|
innovative technology.
Passwurd:|

< browser to http:/gmail.com/app. Learn more S
Rt : PP Sign in
Lots of space
Over 7290 461681 megabytes (and counting) of free storage so | cannot ACCeSS My Account

wou'll never need to delete another message.

Sign up for Gmail

About Gmail Mew features!

@2009 Google - Gmail for Organizations - Gmail Blog - Terms - Help

Done

www.google.com |5 r




After SSL stripping

File Edit Wiew History Bookmarks Tools Help

v =

= -

*§ | http:/fwww.google .comjaccounts/ServiceLogin?service= et |[{:|" Google

5] Most visited > #eGetting Started |5 Latest Headlines =

le_l l I Welcome to Gmail

A Google approach to email.

Smail is a new kind of webmail, built on the idea that email can be more intuitive, = o
efficient, and useful. And mayhe even fun. After all, Gmail has: sign in to Gmail with your

Google Account

Less spam
Keep unwanted messages out of wour inbox with Google's Username:|
innovative technology.

Passwurtl:|

Mobhile access

2 y . [] Remember me on this
Read GSmail on wour mohbile phone by pointing wour phone's weh

browser to http:/gmail.comfapp. Learn mare zemigite:
p=g : PP Sign in
Lots of space
Crwver 7280462157 megabytes (and counting) of free storage so | cannOt ACCEesSSs My accourt

wou'll never need to delete another message.

Sign up for Gmail

Ahout Gmail INew features!

22008 Google - Gmail for Qrganizations - Gmail Blog - Terms - Help

Done




Before SSL stripping

Welcome to Facebook - Mozilla Firefox

Bookmarks Tools Help

‘I} http://www.facebook.com/ v |"

Started [5Latest Headlinesv

B Keep me logged in Forgot your password?

facebook I CTTE—

Facebook helps you connect and share with the Sign Up
people in your life. It's free and anyone can join

First Name:

- I .;" a ~ Last Name:
P = ;...;: . _I_ Your Email:
~ \ o I_ New Password:
o & a — lam: | Select Sex: v | h
n — a Birthday: | Month: =||| Day: =||| Year: =]
. = .l_ ‘Why do | need to provide this?

S Up

Create a Page for a celebrity, band or business.

Francais (France) English (US) Espafiol Portugués (Brasil) Deutsch lalano .l o= AE(REH) HFE »

Facebook © 2010 English (US) About Advertising Developers Careers Terms + Find Friends Privacy Mobile Help Center Blog Widgets



After SSL stripping
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Bookmarks Tools Help
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facebook I CTTE—

Facebook helps you connect and share with the Sign Up
people in your life. It's free and anyone can join

First Name:

- I .;" a ~ Last Name:
P = ;...;: . _I_ Your Email:
~ \ o I_ New Password:
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Behind the scenes...

Welcome o Facebook'=Mozilla Firerox:

Bookmarks Tools Help

| hittps/fwww.facebook.com/

Started [lLatest Headlines v

Francais

facebook

[ Keep me logged in

EN CTEE

Facehook helps you connect and share with the Sign Up
people in your life.

(France)

English (US) Espafiol Portugués (Brasi) Deutsch Italiano

10 Engiish (US)

iyl

I{'s free and anyone can join

First Name:
Last Name:
Your Email

New Password

Iam: | Select Sex: 7| %

Bithday: | Month: v||| Day: ||| Year: ¥|
Why do | need to provide this?

[sonto |

Create a Page for a celebrity, band or business.

RS AR »

About Advertising Developers Careers Terms « Find Friends Privacy Mobie Help Center Blog Widgets

<form method="POST"

action="https://login.facebook.com/login.php?
login_attempt=1" id="login_form">

becomes

<form method="POST"

action="http://login.facebook.com/login.php?
login_attempt=1" id="login_form">
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Hproxy: History Proxy

Leverage a browser's history

Construct a security profile of each regurarly
visited website

Requests & Responses (R&R)

What is "expected” security-wise?
Which parts of the website are protected by SSL?

Use the current set of R&R and a detection
ruleset to identify "unexpected” behaviour



HProxy Architecture

HTTP

HTML

Server

Response
-

WebPage
Analyzer

MITM
Identifier

Page
Tainter

Detection Ruleset

HProxy

Request




Webpage Analyzer

WebPage
Analyzer

MITM
Identifier

Tainter

Detection Ruleset

HProxy

N
N -

Module responsible for
identifying & recording all
sensitive data structures

HTTP Messages

Forms

Iframes

JavaScript code

Profile Creation



MITM Identifier

Combination of:
Current R&R
||

o
| j Original profile
() | o Detection Ruleset

_____ WebPage
Analyzer

Detection Ruleset

HProxy

Drops the request and
notifies the user in case of
a MITM identification



PageTainter

- — — — —

WebPage
Analyzer

MITM
Identifier

Tainter

Detection Ruleset

HProxy

N
N -

Failsafe module

Preventing leakage when
MITM ldentifier emmits a
false negative

|dentification of private
data

Monitoring & Tainting of
all Forms



Detection Ruleset

A set of pragmatic rules describing attack
scenarios

Rules for:
HTTP MOVED message
FORMS
Iframe tags
JavaScript code



Detection Ruleset: HTTP MOVED

REQUEST: GET domain_a
ORIGINAL RESPONSE: MOVED HTTPS domain_a/page_a

MOVED HTTPS Different Page
domain_a/page b

MOVED HTTP Different Domain No
domain_b/page a

HTTP 200 OK OK instead of MOVED No
<html>....



Detection Ruleset: IFrames

Simple rule:

On login pages, no iframes tags are allowed
Why?

Clickjacking

External JS sources loaded

<ifrar®”...”>



Detection Ruleset: Forms

<form target="https://www.mybank.com/login.php'>
Username: <input type='text' name="usr'>
Password: <input type="password” name="pwd'>
<fform>

Original HTML

<h3>Login in using our new Secure Login !</h3>
<form target="http://10.2.43.3/steal creds.php'>
Username: <input type='text' name='usr'>
Password: <input type='password' name="pwd">
<fform>

Injected HTML




Detection Ruleset: Forms

New forms
Alert if:
Login form with a different domain
Absense of forms
Alert if:

Form missing is secure login form & new login
form detected with different domain or non-SSL

Modified forms:
Alert if

Different domain or security downgrade



Detection Ruleset: JavaScript

JavaScript can be used to steal credentials In
pages where the user types them in

Differentiating between original & "added" JS

Not an easy task
Both internal & external JS can be abused




JavaScript Whitelisting

|dentify JavaScript of login pages

HASH them

Store the hash in the page's profile

Compare the hash with all subsequent hashes
If they are not equal, MITM identified

Right?



JavaScript Whitelisting

|dentify JavaScript of login pages

HASH them

Store the hash in the page's profile

Compare the hash with all subsequent hashes
If they are not equal, MITM identified

2

Wrong!



JavaScript Pre-processor

Dynamic Web is more than dynamic HTML
output

JavaScript is also dynamic
Making simple whitelisting, prone to false-positives

Creation of dynamic JS templates for each
website

Recording the dynamic & static parts



JavaScript Pre-processor

Two
consecutive
requests for the
same page

Recording the
position &
length of the
changing parts

Option for strict
or flexible policy

page.controller_name = 'SessionsController;
page.action_name = 'new’,
twttr.form_authenticity _token =
'bci48ddc78846bealdb1f357300d3ed4adl74e2ee’;

page.controller_name = 'SessionsController’;
page.action_name = 'new’,
twttr.form_authenticity token =
'644bblda2eaf04ef5983b7b36d38f411d962856a’,;

Twitter's Login Page
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JS False-positives

JS PreP JS PreF+T
Whitelisting Methods

False Positive %
o
|

3 Ways of whitelisting
a) MD5 checksum
b) JS Preprocessor
c) JS Preprocessor +
tolerance factor (10)



Time Overhead

1160 —

1071.13
1080 —

280 —

880 —

780 —
05 .44

No Proxy TirwHT TFProxy
Browsing method

Average PageLoad time (ms)

Average load time overhead of 500 locally served websites

No Proxy -> Hproxy: Overhead of 0.41 seconds
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Related work

No work so far related specifically to SSL
stripping attacks

MITM & WiFi Impersonation Attacks Detection

Leveraging
802.11 protocol (Beacons)
Physical characteristics of Wireless comm. (RSS)

Warning systems
Xia et. al
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Conclusion

We analyzed and expanded SSL stripping
attacks

We presented a novel client-side detection

mechanism for stripping attacks using a
browser's history

HProxy:

|dentified all attacks
Acceptable performance
Low false positive rate



Thank you

Questions?

nick.nikiforakis@cs.kuleuven.be



Defenses

How can we defend against SSL stripping
attacks?

Server-side

Global repository of SSL protected websites

Each website providing a discovery service which
the browser can use in order to determine the
support of SSL

Client-side

Much harder since all the data coming in are
potentially altered by the MITM
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